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Data Acquisition

Data examine

....................................

Data analysis

Ezl 21 H|0[E Z=ALE

Step

Target VI
(Android KitKat Ver)

| v

* Enter "Dealer Mode”
* CopyImage to USB

Collect 1VI System log

* Encrypted data

. . . ) * Encoded data
Identify applied anti-forensic o  Maiked diita

Is anti-forensic

technic applied? techniques
! = Identify encryption type and
check key availability
Ivsi Determine restoration * Decoded simple encodings(e.g.,
Data Analysis feasibility Base64, URL Encoding)
« Assess de-masking feasibility
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= Or2Z GlOojEeF 213 HO]E EXY

Data type Artifacts Filename
ZMX| Fa, EMX| 0|5, 58X Y= X LocationSharing.log.#
SotA| MO Mt Sl 0| & bluetoothLofFilter.log.#
LocationSharing.log.#
" mofgen2.log.#
Masking Atk AT’ IS (VIN)

telematics.log.#

otaclient_#.txt

LocationSharing.log.#

HER 2 & C[HO| 2 A EXH(NADID)
mofgen2.log.#

Encoding EMX| A™ A|™O K2 X Y Z2™HX|H  telematics.log.#
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@ Q13! H|0|E| BA gl HRl(E{X|ATRIOZ 2HX| FTAE Mt ARQ)

QIAT El 21 M| A|X]| - telematics.log.# Lt = A

07-12 22:06:43.294 - - D [LOS][Navi -> I-BOX] intent action : com.hkmc.telematics.gis.action.REQUEST_CENTER_JSON,
com.hkmc.telematics.gis.extra.SERVICE_TID :, com.hkmc.telematics.gis.extra.HOST : HLOS, com.hkmc.telematics.gis.extra.SERVICE_URI : /gis2/los/hmns,
com.hkmc.telematics.gis.extra.JSON : {

"body" :
"eyJrzXI3b3Jkljoi64Ko71Kw7LyA7J2067iU7Lm07KO87LCo7J6lliwibG9uljoxMjcuMTAxNzc3Nzc3Nzc3NzcsimxhdCl6MzcuMzU40DEzODg40Dg40DksInNvenQiOj
MsimZyb20i0jAsinNpemUiOjUwLClyc3BWZXIiOilyMDIOMDEILCI2ZWhpY2x1Q29kZSI6lkIDRSIsInZIaGljbGVCcmFuZCl6imtpYSisimxhbmd1YWdlljozLClyZW1vd
mVDcExpc3QiOlsiSC1SZXNOYXVyYW50I1119",

"service" : "unified-search" BHX| M™ Al XX Q]|
} I | =)
e ||
| |
‘ NHN A ii”]ll
\ \ TN
SELET" ¥o & e &
{"keyword":" & LA O| 2 7HF K&, "lon":127.10177777777777,"1at":37.35881388888889,"sort":3,"from"": | | | £
"vehicleBrand":"kia","language":3,"removeCpList":["H-Restaurant"]} seEsE O ‘ | szexsta ©
t |
K= ‘ “::
@ |




LocationSharing.log 3%

telematics.log} &
ocationShating.log telematicslog 12

: ; 4 telematics.log.13
LocationSharing log. tematicslog 13

LocationSharinglog.2 tematicsiog2

LocationSharinglog.3 tematcslog 3

' ‘ telematics.log.4
LocationSharinglog 4 lematics.

LocationSharinglog.5 telematcsJog

telematics.log.6

telematics.log.7

LocationSharing.log#
« RIX| M| AL} 2 E 220 I

telematics.log#
«  Z|oHEIA MH|AQ} ZHAE 27 It

) LocationShaing.log Tt2| 21 HIA|X|
07-12 22:06:57.793 99999 99999 D Location2Service : onReceive, mDestAdar = A** mDesthame = &**,

.‘H '"*556230'”'"“ Cr
07-12 23:12405.382 99999 99999 D Location2Service

anW"th' j‘)p | ;T - '"))6230""“" 'J" ( r - m-gwmnm

Amrnal at ~
val al UESLP‘V.M,W

but did not send LSC-2-G1 Because no items are being shared

Keyword | Description ___

mDestAddr OAZA = BEMX| =
mDestName oA =l 58 X| 0| &
LAT / LON OrAZ & /8
Arrival at detination = E K| =& Al ZE

) telematics.log It2| 21 HIA|X|

07-12 22:06:58 316 - -

Received intent from navi : com.mnsoft navireauest mep.DestNWayooint Weather wayPointiD : -1, 1, 99, 98,

‘j‘"*‘\gr ame : M-l’ |

Address_name

D [McpWeatherloaper|Weather ==>>

ST M8 37,
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% LocationSharingJogZt % £4

=
[Li |

07-12 23:20:18325 93995 939%9 D Lo cadm’ccn
B [)IOD | AT - 5

orflaceive,

P i

% telematics_log.txt T 24

7-12 231218642 - - D [MepWeather coper]Weather ==>> Recswved infent from navi
ointiD < -1, 99, 99, 99, Address name : 24| 1,

commnsoft navi request mep DestNiVaypaint Weather

201 J[,‘_ =5 D Me nweatqsiﬂyp- {Weather ==>> Recewved infent from navi : commnsoft navi reguest mep DestNWaypoint Weather
wabo IE 9% 9 Addres ; !
— —
Y epna
2 ot } } LA R )
| \'./
v

B uiotAZ S 23 HA|X]

07-12 32127318 - -

D [CMM]VE-185 wowStatus : 1 1 1 3755206944 126.5622805 0

O
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e
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© 0122 Glo|E] 241 U =2I(S4 oo]E| 7|5t =
VR_ENGINE_START.dat I} & &4
Ly Y EEEEH

EMGINE RESULT : 28 S 54| 45 _9999

EnRlGIRIE SR - SoET

BT STATUS - 0xf93d5b3af (COMMECTED/UPDATED)
(]G, FW o g~

[2] GEAS R~

[3] GitestHuman_1, F »

[4] Go=5, F ~

[51g El o=

HEZ= AEM O|F

MIC DIALOG ID = 56
BARGEIM FLAG =0
SOFTWARE VERSION
OUTSIDE INFO =

1 CN7.KOR.S5W_M.V034.001.240821CN7.KOR.301.240423 MICOM.D"KOR.17.47.49.000.511.0

L—

[TALK START TIME = 2024 11-21 19:07:04 o M D:I E:I |i =1YS| —'—|_ |7
FROMPT START TIME = 2024 11-21 190705 | O © O O 7 o = (32 A
BEEP START TIME =

MIC OPEM TIME =

)

ENGINE PARAMETER 2 LH_FX_PARAM_START EMABLE: 1 | LH_FX_PARAM_SENSITIVITY:: 50 | LH_FX_PARAM_ABSOLUTE THRESHOLD:: -2000 | LH_FX_PARAM_MINSPEECH: 60 | LH_FX_PARAM_ TSILEMCE: 500 | LH_FX_PARAM_AGC
LH_FX_PARAM_TSILENCE: O | LH_FX_PARAM_TIMEQUT SPEECH:: 0 | LH_FX_PARAM_EVENT TIMER: 0 | LH_FX_PARAM_KNOWN_SPEAKER_CHANGES: 1 | LH_FX_PARAM_FIX WARPFACTOR: 6 |

20| LH_FX_PARAM_FARTALK: 1 |

make_wav_format (pcm data:bytes, ch:int) -> bytes:
e
ED wav HAE2E HE
waves = [1]
waves.append (struct.pack('<4s', L'RIFF'})
waves.append (struct.pack('I', 1})
waves.append (struct.pack('4s", L'WAVE"))
waves.append (struct.pack('4s"', B'fmt ")})
waves.append (struct.pack('I', 1l&))
% audio format, channel cnt, sample rate, bytes rate(sr*blockalign:Zg HH0|Z=),

ch == 2:

JError_Log/error_vr/VR_ENGINE_START.pcm
Python code = I} ¥ H

JError_Log/error_vr/VR_ENGINE_START.wav

=13

—

waves.append (struct.pack('HHIITIHE', 1, 1,
waves.append (struct.pack ('<4s' bB'd
waves.append (struct.pack('I', len(pcm data}))
waves.append (pcm_data)
waves[l] = struct.pack('Il"', sum(len(w) w

B'"'.join (waves)

16000,

struct
pathlib
pcm bytes = pathlib.Path(r"C:\Users\gpsl
wav_kbytes = make_wav_format (pem bytes, 1
open('sample.wav', 'wb') file:

file.write (wav_bytes)

22000, 2,

1g))

waves[2:]))

Z2.pcm") .read bytes |




* bluetoothLogFilelog Tt20= VI A|2EM SR EAZ AZE LT &5 7|50 MY

« T3 Al JHY 0|51} Hetfz &=0| &

Filename

CEE X MEE Mo H|AIES Mol Yt BHE e J|aX 29K

Artifacts

Obd LHo| OfAZE afut HafAZE &0 2 & ez ME

— -

Log Message

bluetoothLofFilter.log

Caller Name

11-21 19:11 IUpdateCallerNameToCluster 2, name = 22 &

Masked Caller Name

11-21 19:11 callerinfo name--->Z ***

Caller Number

11-21 19:11 [BTHF] IUpdateCallerNameToCluster 2 , number =
01012345678

Masked Caller Number

11-21 19:11 Incoming number 0101234 %***




Hl0|E] 54 £hAl: Xj2¥ R |o]Ef

@ O0fAZ =l VIN, NADID

- MHENEHZ(VINID HEHI T2 CIHO|A(NADID)E ThE LhEO0| Ot 50| 21 Mo 28 M2 OHE
HAoR 7|5

« Of 2§25 2ot oA gfel €25 AEY + U YHZE LIEE

= VIN #E2& HZA/ANAS/ATHX S HE IHES S KMHLL41EEPU**35152 22 HEIZ Jaf ¢S ¢
g Rz FHY 5 Us 7ted EX

Filename Artifacts Log Message
LocationSharing.log.# VIN; FHAAAA A A A& %%%*3515
mofgen2.log.# VIN VIN; FHHssssgR®*x%%3515
telematics.log.# VIN; ***HxxxHRR%%%3515
otaclient_#.txt VIN:KMHLL**EEPU ******
LocationSharing.log.# NADID NADID : [*¥****xxxxxx]
mofgen2.log.# NADID : [*******2619]
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